NudopmanuoHHas namMaTKA IJ151 00y4aromIuXCsl

C KaXXJIbIM TOJOM MOJIOJIEKU B NHTEPHETE CTAHOBUTHCS OOJIBIIIE, 8 NIKOJIBHUKHA OJHU
U3 CaMbIX aKTMBHBIX ITOJIb30BaTesen Pynera. Mexay Tem, HOMUMO OTPOMHOTO
KOJIMYECTBA BO3MOKHOCTEW, HHTEPHET HECET U MPOOIeMbl. JTa NaMATKa JOHKHA
oMO4Yb Te0e 0€30MacHO HaXOUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMImbroTepHbIil BUPYC - 3TO Pa3HOBHIHOCTh KOMITBIOTEPHBIX MPOTPaMM,
OTIMYUTEIHHON OCOOCHHOCTHIO KOTOPOM SABIISETCS CHOCOOHOCTH K pa3MHOXKEHHIO. B
JOTIOJIHEHUE K 3TOMY, BUPYCBI MOTYT IOBPEINUTH WUJIU IIOJHOCTBIO YHUYTOXUTH BCE
(aiiibl 1 TaHHBIE, TOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOTo Oblia
3aIynieHa 3apaxEHHasl IporpaMma, a TakKe MOBPEAUTh WIN JaXKEe YHUUTOXKHUTH
OINEpallMOHHYIO CUCTEMY CO BceMH (pailiiaMu B 11eJI0M. B OOJBIIMHCTBE CIy4yaeB
PacIpoCTPaHAIOTCS BUPYCHI UEPE3 UHTEPHET.

Metozp! 3aUThI OT BPEIOHOCHBIX IIPOrPAMM:

Hcnonb3yli COBpEMEHHBIE OIIEPALMOHHBIE CUCTEMBI, UMEIOIIUE CEPLE3HBIA YPOBEHb
3aIIMUTHI OT BPEAOHOCHBIX MTPOTPaMM,;

[TocrostHHO ycTaHaBMBal mautu (U(POBBIC 3aIIaTKH, KOTOPbIC aBTOMATHYCCKH
YCTaHABJIMBAIOTCS C [IEJIbIO TOPAOTKH MPOrpaMMbl) U APYrUe OOHOBIICHHUS CBOCH
oneparmoHHoOM cucteMbl. CKkaunBail UX TOJIBKO ¢ O(PUIIMATIBLHOTO caiiTa pazpadoTunka
OC. Ecnu cymiecTByeT peKuM aBTOMaTUYECKOT0 OOHOBIICHHS, BKJIFOYH €TO0;

Paboraii Ha cBOeM KOMIIBIOTEPE I0J1 [TpaBaMH MOJIb30BaTeNs, @ HE aJJMUHUCTpATOpa.
DTO HE MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrpaMM MHCTAJNIMPOBATHCS Ha
TBOEM IIEPCOHAIBHOM KOMITBIOTEPE;

Hcnonp3yii aHTUBHPYCHBIE TPOTPAMMHBIE IIPOAYKTHI U3BECTHBIX MPOU3BOAUTENEH, C
aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

Orpanudb (U3NYECKUIN JOCTYI K KOMITBIOTEPY JJI TOCTOPOHHUX JIUII;

Hcrnonp3yil BHEITHUE HOCUTETH MHGOPMAIINH, TaKUE KakK (UIeIiKa, TUCK Win (haii u3
WHTEPHETA, TOJIBKO U3 TPO(PEPEHHBIX HCTOYHUKOB;

He oTkppiBait KOMIIbIOTEpHBIE (ailiibl, MOTyUYCHHBIE U3 HEHAEKHBIX UCTOUHUKOB.
Jlaxxe Te (ailsibl, KOTOpbIE MPHUCIIA TBOM 3HaKOMBIH. Jlydiie yrounu y Hero,



OTIIPABJISII JIK OH TeOE HX.
Ceru WI-FI

Wi-Fi - 570 He BUI ITepeiaynl TaHHBIX, HE TEXHOJIOTHSI, a BCETO JIMIIb OpeH I, MapKa.
Eme B 1991 roay nuaepnanackas komnanus 3apeructpupoBana 6pens « WECAy, uro
obo3Hauano ciaoBocouetanue « Wireless Fidelity», koTopblil mepeBoautTcst Kak
«OecnpoBOIHASI TOUHOCTHY.

Jlo Haiero BpeMeHH Jioluia ipyras abopeBuarypa, KoTopasi sIBJISETCS] TAKOM ke
TexHonorueu. Ito abopeBuarypa « Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C HAMEKOM
Ha CTaHJapT BBICIIHIA 3ByKOBO# TexHUKH Hi-Fi, 4To B mepeBoje 03HauaeT «BbICOKas
TOYHOCTBY.

Jla, OecIiaTHBIM MHTEPHET-A0CTYH B Kade, OTEISIX U adPOIIOPTax SBIISICTCS OTIMYHON
BO3MOYKHOCTBIO BBIXOJIa B UHTEpHET. HO MHOTHE 3KCIIEPTHI CUMTAIOT, YTO
obmenocrymasie WiFi ceTn He ABIsAIOTCSA O€30IMaCHBIMH.

Cogertsl 110 Oe30omacHOCTH padoTe B o0menoctynHbix cetsix Wi-fi

He nepenapaii cBoro muuHyro nHpopManuio depes oomeaoctymabie Wi-Fi ceTu.
Paborast B HUX, ’KeJIaTeIbHO HE BBOJIUTH MAPOJIH JJOCTYTIA, JOTHHBI U KAaKHE-TO
HOMEDA,;

Hcnonb3yit 1 OOHOBIISII aHTUBUPYCHBIE MIPOTpaMMbl U OpaHaMayep. TeM caMbIM Thl
oOe3omnacuilb cedsl OT 3aKayKHl BUpyca Ha TBOE YCTPOUCTBO;

[Tpu ucnone3oBanuu Wi-Fi otkimroun Gpynknuto «O0mmii 1ocTyn K daiiam u
npuHtepam». JlaHHas QyHKIUS 3aKpbITa 10 YMOJIYaHUIO, OJJTHAKO HEKOTOPHIE
MOJIb30BATENM AKTUBUPYIOT €€ 7151 y100CTBA UCIOJIb30BaHUs B paboTe MM y4yeoe;

He ucnonb3yii myomuunbiit WI-FI 11 nepegaun TU4HBIX TaHHBIX, HATIPUMED IS
BBIXO/Ia B COIIMATBHBIC CETH WM B 3JICKTPOHHYIO MOYUTY;

Hnonp3yit Toabko 3amuiieHHoe coequnenue uepe3 HTTPS, a ue HTTP, T.e. mpu
HaOope BeO-apeca BBOAM UMEHHO «https://»;

B MoOunsHOM Testedone otkimoun ¢pyHkiuio «lloakmouenune k Wi-Fi
apTOMaThueckn». He nomyckait aBTOMaTHYECKOIro NOAKIIOUEHUS YCTPOWCTBA K CETSIM
Wi-Fi 6e3 TBoero cornacus.

ConnajibHbBIC CeTH


https://

CornuanabHbIe CETU aKTHBHO BXOJST B HAITY KU3Hb, MHOTHE JIFOX PA0OTAIOT U KUBYT
TaM MOCTOSTHHO, a B Facebook yrxe 3apeructpupoBan MUILTHAP]] YEIOBEK, UTO
SBJISIETCS] OJTHOM CeIbMOM BCEX KUTENeH MaHeThl. MHOTHE MMOJIhb30BaTENu HE
MOHUMAIOT, YTO HH(MOpMAIKs, pa3MEIIEHHAs! UMU B COITUAIBHBIX CETSIX, MOKET ObITh
HaliJieHa ¥ UCIOJIh30BaHa K€M YTOJIHO, B TOM YHUCIIE HE 0053aTeNbHO ¢ OJaruMu
HaMEPEHUSIMHU.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH B COILIMAJIbHBIX CCTIX.

OrpaHudb CIUCOK JIpy3ei. Y TeOs B APY3bsIX HE JOJKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOEH,

3amuinai cBOK YacTHYIO >ku3Hb. He ykasbiBail maposu, TenedoHsl, aapeca, AaTy
TBOETO POXKJCHUSA U JPYTYIO JIUYHYIO HH(MOpMAIHIO. 3II0yMBIIUICHHUKA MOTYT
MCIIOJIB30BaTh Jaxe MH(DOPMAIIMIO O TOM, KaK Thl U TBOU POJAUTENH TUIAHUPYETE
MPOBECTH KAHUKYIIbI;

3amuinai CBOK PENmyTalMIo - IEPKHU €€ B UUCTOTE U 3ajaBail cede BOMpOC: XoTel Obl
ThI, 4TOOBI IPYTHE TTOTH30BATEIN BUICIH, YTO ThI 3arpyxaeiib? [loaymaii, mpexmae
YeM 4TO-TO ONyOJIMKOBATh, HAMIUCATh U 3arPy3UTh;

Ecau TeI rOBOpULIB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIB3YH CBOE PEATIbHOE
UMS U JPYTYIO JIMYHYIO UH(OPMAIMK: UMS1, MECTO KUTEIbCTBA, MECTO YUeObl U
poyee;

N36erait pazmenenust potorpaduii B UnTepHeTe, rae Thl H300pakeH Ha MECTHOCTH,
0 KOTOPOW MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE,;

[Tpu perucTpamnuu B COMMAIBLHON CETH HEOOXOIMMO UCTIOJIb30BaTh CIIOKHBIC ITAPOJIH,
COCTOSIIIHE U3 OYKB M ITU(DP 1 ¢ KOJUISCTBOM 3HAKOB HE MeHee 8;

J{nst cormanbHOM CeTH, MOYThI U IPYTUX CAUTOB HEOOXOAMMO UCIIOJIH30BaTh Pa3HbIE
naposii. Toraa eciu Te0st B3JIOMAIOT, TO 3JIOYMBIIIUICHHUKH TIOJTy4aT AOCTYIT TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBIE IeHbIH

DNeKTPOHHBIC JEHBI'M — 3TO OYEHb YAOOHBIN COCO0 MIaTex e, 0JHaKO
CYIIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTST NOJIYYNUTh ITU JICHBIH.

QHGKTpOHHI)IC JCHBI'M ITIOABHUJINCH COBCEM HCAABHO U KMMCHHO HM3-3a 5TOI'O BO MHOT'HX



rocyaapCrBax A0 CHUX IIOp HEC IIPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccun e orr QyHKITMOHUPYIOT U O HUX YK€ MPOTHCAHO B 3aKOHE, TJIE UX
pa3zeNsaoT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE M HE aHOHUMHBIC. Pa3HUIIA B TOM, 4TO
aHOHHMMHBIC - 3TO T€, B KOTOPBIX pa3periacTcs MpOBOAUTh ONepaIun 0e3
UACHTU(UKAIIMY TI0JIb30BaTENIs, @ B HCAHOHUMHBIX UACHTU(MUKAIINY TT0JIb30BaTEIIS
SIBIISIETCS 00S3aTEILHOMN.

Taroke cieayeT pasianyaTh 3JICKTPOHHBIC (PUATHBIC IeHBTU (pPaBHBI TOCYIAPCTBECHHBIM
BAJFOTaM) M 3JICKTPOHHBIC HEUATHBIC JICHBI'H (HE paBHBI TOCYAaPCTBCHHBIM
BaJIFOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C 3NEKTPOHHBIMH JIEHbraMU:

[TpuBsku K cueTy MOOMIIBHBIN TenedoH. ITO caMblid yIOOHBIN U OBICTPBIN CIOCOO
BOCCTAaHOBUTH JOCTYH K cueTy. [IpuBs3aHHbIil TenedoH MOMOXKET, eciid 3a0yIeIb
CBOM IUIATEXKHBIW MApOJIb WM 3aiAEIIb Ha CAUT C HE3HAKOMOTO YCTPOMCTBA,

Hcnonb3yii ogHopa3oBbie mapoiu. [locie nepexona Ha yCHUIEHHYHO aBTOPU3ALUIO
Tebe yke He OyJeT yrpoKaTh ONAaCHOCTh KPAKU WJIM MIEPEXBATA MJIATEKHOTO MMaPOJIs;

Br16epu cnoxxubiit napois. [Ipectynarukam OyaeT He MPOCTO yraiaTh CI0KHBIN
napoiib. HagexxHple mapoiu — 3To MapoJiv, KOTOPhIE COJEPKaT He MeHee 8 3HAKOB U
BKJIFOYAIOT B C€0S1 CTPOYHBIC U MTPOMUCHBIE OYKBBI, IU(PPHI U HECKOJIHKO CUMBOJIOB,

TaKue Kak 3HaK J1oJuiapa, (pyHTa, BOCKIMIATEIbHBIN 3HAK U T.11. Hanmpumep,
StRONg!;;

He BBOAM CBOM JIMYHBIC TAaHHBIC HA CailiTaX, KOTOPHIM HE JOBEPSCIIb.
JJIEKTPOHHASA MOYTA

DJIEKTPOHHAS MTOYTa — 3TO TEXHOJIOTHS M TIPEOCTABIISIEMbIE €10 YCIYTH 110
MEPEChUIKE U MOJIYUYCHHIO 3JICKTPOHHBIX COOOIEHUM, KOTOPBIE pACTIPEICIISIIOTCS B
KOMIIbIOTEpHOU ceTH. OOBIYHO AJICKTPOHHBIM MOYTOBBIN SIIUK BHITIISIIAT
CIIECAYIOIIMM 00pa30M: UMSI_IoJIb30BaTeasi @ums_noMeHa. Takke KpoMe nepeaayun
IIPOCTOTO TEKCTA, IMEETCS BO3MOKHOCTD IIepeaBaTh (haiibl.

OcHOBHBIE COBETHI IO 0€30MacCHOM padOTE C NEKTPOHHOU MOYTOM:

Hano BrIOpaTh mpaBUIIbHBIN TOYTOBLIN CepBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecCIIaTHBIX MMOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIE€ TOBEPSATH TEM, KOTO 3HACIIb U KTO



MEPBbIA B PEUTHHIE;

He ykaspiBail B TU4HOM nmoyTe TU4HYyI0 nHpopManuio. Hanpumep, mydrie BIOpaTh
«My3bIKaJIbHBIN _(paHaT@» numu «pok2013» BmecTo «remal3y;

Hcnonb3yii IByX3TalHYI0 aBTOPU3AINIO. DTO KOT/1a IOMHUMO MapoJisi HY>KHO BBOJUTh
KOJI, TpUCBhLIaeMbIi 1o SMS;

Br16epu crioxxHbIi maposib. J{J1s KaXa0ro MOYTOBOTO AIUKA JOKEH OBITh CBOM
HAJICKHbIM, YCTOWYMUBBIN K B3JIOMY I1apOJib;

Ecnu ecTh BO3MOKHOCTB HAIlMCATh CAMOMY CBOM JIMYHBIM BOIPOC, UCIIOIB3YH ATy
BO3MOKHOCTB;

Hcnonb3yit HECKOJIBKO MOYTOBBIX SIIMKOB. [1epBbIi 11 YaCTHOM NEPENNCKU C
aapecaTaMy, KOTOPBIM Thl JOBEPSCIIb. DTO JIEKTPOHHBIN aIpeEC HE HAO0
UCIOJIb30BaTh IPU PETUCTPALIUU Ha OpyMax U caiTax;

He oTkpbiBaii aiiabl ¥ 1pyrue BIOKEHUS B MUChMaxX Ja)Ke €CIM OHU MPUIILIA OT
TBOUX Jipy3el. Jlydilie yTouHu y HUX, OTIPABIISIIN JIM OHU TeOe 3Tu (pailiibr,

[Tocne okoHyaHus pabOThI HA MOYTOBOM CEpPBUCE NEPE 3aKPHITUEM BKIIAJIKU C
caiToM He 3a0y/b HAXKAaTh Ha «BBIATHY.

Ku0epOy1iimHIr WM BUPTyaJibHOE U3/1€BaTe/IbCTBO

KubepOymmHr — npecienoBaHue COOOIMEHUIMH, COACPKAIIMMH OCKOPOJICHHS,
arpeccuro, 3alyTHBAaHKE; XYJIUTAHCTBO; COITUATBHOE OOMKOTHPOBAHHE C TIOMOIIIBIO
Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KMOEPOYIITMHTOM:

He Gpocaiics B 6oii. JIyumuii crmoco0: MOCOBETOBATHCS KaK ceOs BECTH U, €CJIU HET
TOTO, K KOMY MOKHO OOpaTUTKCS, TO BHaYaJle yCIIOKOUThCsI. Ecu Thl HauHeN b
OTBEYATh OCKOPOJICHUSIMUA Ha OCKOPOJIEHHUS, TO TOJIBKO eIie O0JIbIIe Pa30KKellb
KOH(JIUKT;

VYnpasnsii cBoelt kubeppenyTranue;

AHOHUMHOCTb B CETH MHUMaAS. CYH_IGCTBYIOT CITOCOOBI BBIsICHUTDH, KTO CTOMT 34
AHOHUMHBIM aKKAayHTOM,

He cTout BecTn Xynuranckuii o0pa3 BUpTyalibHOM xKu3HU. UHTEpHET PUKCHpPYET BCe



TBOU JICUCTBUSA U COXpaHSCT UX. Y JAIUTh UX OyJeT KpailHe 3aTpyAHUTEIBHO;
Co0uro1aii CBOM BUPTYaAJIbHYIO YECTh CMOJIONY;

Urnopupyit enuanaHbIi HeratuB. OTHOPa30BbIe OCKOPOUTEIBHBIE COOOIICHUS
Jdydllle UTHOpUpoBaTh. OOBIUHO arpeccus MPEKPaIacTCsl Ha HAYaJIbHOW CTaIuH;

ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMHU, B COITUATBHBIX
CETSX €CTh BO3MOYKHOCThH OJIOKHPOBKH OTITPABKH COOOIICHUN C OTIPEICTICHHBIX
aIpecoB;

Ecnu Th1 cBUneTens kubepOyuara. TBou AeCTBUS: BBICTYIIUTH IPOTUB
IIpEeCIEN0BATENS, IOKAa3aTh EMY, YTO €r0 JEUCTBHSI OLICHUBAIOTCS HETAaTUBHO,
MOJJIEPKATh JKEPTBY, KOTOPOI Hy’Ha IICUXOJOTNYECKast IOMOIIb, COOOIIUTh
B3pOCJBIM O (PaKTE€ arpeCCUBHOTO MOBEACHUS B CETH.

MooOuabHbIi TesaedoH

CoBpemeHnHbIe cMapT(HOHBI U TJIAHIIETHI COJIEPKaT B ce0e BIOJHE B3POCIIbIN
(GyHKIIMOHAM, ¥ TeHEPh OHU MOTYT KOHKYPUPOBAThH CO CTAI[MOHAPHBIMHU
KoMmmbroTepamMu. OgHaKO, CPEACTB 3aIUTHI JIJIs1 TOJOOHBIX YCTPOUCTB MOKA OYEHB
Maio. TecTupoBaHuE U MOUCK YSI3BUMOCTEN B HUX MPOUCXOJNUT HE TAK UHTEHCUBHO,
kak ju1s [1K, To *e camoe kacaeTcss U MOOUJTbHBIX TTPUIIOKEHUM.

CoBpeMeHHbIe MOOMJIbHBIE Opay3ephl yKe MPAKTUYECKH JIOTHAJIA HACTOJIbHBIC
aHaJIOTH, OJTHAKO paciivpeHue GyHKIMOHaIa BIeUeT 32 CO00M OOJIBIIYIO CII0KHOCTh
¥ MEHBITYIO 3alTUIIICHHOCTb.

Jlanieko He Bce MPOU3BOIUTENH BBIITYCKAlOT OOHOBJIEHUS, 3aKPhIBAIOIINE
KPUTHYECKHUE YA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOMIIBHOTO TesedoHa:

Hugero He sBIIseTCS MO-HACTOAIIEMY O€CIUIaTHBIM. byb 0CTOpOXEH, Beb KOTa
Tebe mpenararoT 0eCIUIaTHRIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO
TJIaTHBIC YCITYTH;

Hymaii, npexzae yeM otnpaButb SMS, ¢hoTo unu Buaeo. Thl TOYHO 3HAEIIb, TI€ OHU
OyIyT B KOHEUHOM UTOTE?

Heo0xoaumMo 0OHOBIATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapT(doHa,;



Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpy>1<a1“4 IMPHIIOKCHUA OT HCU3BCCTHOT'O NICTOYHHUKA, BCIb OHU MOT'YT COACPKATH
BPCAOHOCHOC IIPOIrpaMMHOC 06ecnequHe;

[Tocne TOro Kak THI BBIWEIIB C CaiiTa, I/1€ BBOIMII JIMUYHYIO HHPOPMAIHUIO, 3aiIH B
HACTPOIKHU Opay3epa u yaanu COOKIeS;

HepI/IOI[I/I"IeCKH HpOBCpHI?I KaKHe IJIaTHBIC YCIIYTH AaKTUBUPOBAHBI HA TBOEM HOMEDE,

JlaBaii cBOf HOMEpP MOOMIIBHOTO Tele(OHa TOIBKO JIFOIIM, KOTOPHIX THI 3HACIIH U
KOMY JIOBEpsICIIb;

Bluetooth gomken ObITH BBIKJIIOYEH, KOI'Ia Thl UM HE MOJb3yemibes. He 3a0biBait
HMHOT/JIa MPOBEPSTH ITO.

Online urpsr

COBpeMeHHI)IC OHHaﬁH-HFpBI - OTO KPaCOYHBIC, 3aXBATBIBAIOIINC PA3BJICUCHUAA,
06T>€I[HHHIOIHI/I€ COTHH TBICAY YCJIOBCK I10 BCCMY MHUDPY. HFpOKI/I HCCICAYIOT I[&HHI;Iﬁ
UM MHUD, O6HIaI-OTC5I APYT C APpYyroM, BBIIIOJHAIOT 3aJaHUA, CPAKAIOTCA C MOHCTPAMHA U
IMOJIY4arOT OIIBIT. 3a YAOBOJILCTBUC OHH IIJIATAT. IIOKYIAKOT AUCK, OIIaYMBAXOT
a0OHEMCHT UJIH HpI/IO6peTaIOT KaKHC-TO OIIIHH.

Bce aTu cpencTBa uayT Ha NOAAEPKAHUE U PA3BUTHUE UTPHI, a TAKKE HA CaMy
0€30MaCHOCTh. COBEPIICHCTBYIOTCS CUCTEMbI aBTOPU3AIIMHU, BHIITYCKAIOTCS HOBBIE
natyd (upoBbIe 3aIIATKH )1 IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO}IO6HBIX HUIrpax CTOUT OIIaCcaTbCAa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXXu
TBOCTO IIapOJIA, HAa KOTOPOM OCHOBAHA CUCTCMA aBTOPHU3allNH OOJIBLIITMHCTBA Hrp.

OcCHOBHBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUT'POBOI'0 aKKayHTa.

Ecnu npyroit urpok BeaeT cedst mIoXo Wi co3/1aeT Tede HEMPUITHOCTH, 3a0JOKUPYH
€r0 B CITMCKE UTPOKOB,

[Toxanyiicss aIMUHUCTPATOPAM UTPhI HA MJIOX0€ MOBEAEHUE 3TOTO UTPOKA,
JKeJaTeIbHO MPUJIOKUTh KaKue-TO JI0Ka3aTelIbCTBA B BUE CKPHUHOB;

He yxa3biBail mnuHyo nHGOpMaIuio B podaiiie Uurpsl;

YBaxkail Ipyrux y4aCTHUKOB 110 UIDE;



He ycranapnuBaii Heo(puImaabHbIe TATYH U MOJIBI;
Hcnonb3yit clioKHbIE U pa3HbIe TTapOJIH;

Jlaxxe BO BpeMsi UIpbl HE CTOUT OTKJIIOYATh AHTUBUPYC. [10Ka ThI urpaems, TBOM
KOMITBIOTEP MOT'YT 3apa3uTh.

OUIIHHT WIH Kpaika JIMYHbIX JaHHbIX

OOBIYHOM KpaXkel JCHET M JIOKYMEHTOB CETO/IHS YK€ HUKOT'O HE YJMBHIIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJOTHUI 3T0YMBIIIJIEHHUKU TEPEMECTUIINCH B UHTEPHET, U
MIPOJIOIKAIOT 3aHUMATHCS «TFOOMMBIMY JIETIOM.

Tak mosiBUIach HOBask yrpo3a; HHTEPHET-MOIICHHUYECTBA WK (PUILUHT, TJIaBHAS
IIeJIb KOTOPOTO COCTOUT B MOJYUYCHUU KOH(PUICHINATBHBIX IAHHBIX TOJIb30BaTEICH
— JIOTUHOB M naposiei. Ha anrmuiickom s3eike phishing uurtaercs kak ¢ummar (0T
fishing — pwiOHas o, password — maposb).

OcHOBHBIE COBETHI IO 00PHOE ¢ (PUITUHTOM

Cnenu 3a cBOMM akkayHTOM. Eciu Thl IOJ103peBaclilb, 4TO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBATh €€ U COOOIIUTH aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOXKHO CKODEE;

Hcnonb3yit Oe30macHbie BeO-CaliThl, B TOM YUCJIE, MHTEPHET-Mara3uHOB U MTOMCKOBBIX
CHUCTEM,

Hcnonb3yil ciioKHbIE U pa3Hble napoiu. Takum o0pa3oM, eciid Te0sl B3JIOMaIOT, TO
37IOYMBIIUICHHUKH TOTYyYaT JOCTYH TOJIBKO K OJHOMY TBOEMY MPOQIIIIO B CETH, a HE
KO BCEM;

Ecnu Te0s B3110Mainu, TO HEOOXOAUMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX,
KOTOpBIE I00aBJICHBI y T€Os B APY3bIX, O TOM, YTO T€OS B3JIOMAJIA U, BO3MOXKHO, OT
TBOETO UMEHH OYyJIET pacChlIaThCs CIaM U CChUIKHM Ha (PMITMHTOBBIE CANTHI;

Ycranosu HagexHbil naposib (PIN) Ha MOOMIIBHBIN TeNe(OH;
OTKJII0YM COXpaHEHHEe mapoJsi B Opaysepe;

He oTkpsiBaii ¢aitel U Apyrue BIOKEHUS B TUCbMAaX JaKe €CIIU OHH MPUIIUTH OT
TBOUX Jipy3el. Jlydllle yToOuUHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (ailiibl.

Iudposas penyrauus



[Mudposast pemyTarus - 3T0 HETaTUBHAsI UM MO3UTHUBHAS HH(OPMALUS B CETH O Tebe.
Komnpomertupyromas napopmanus pasMelieHHas B UHTEPHETE MOXKET CEPbE3HBIM
00pa3oM OTpa3uThCs Ha TBOEH peanbHOM ku3HU. «L{udposas penyrarus» - 3T0 TBOU
UMUK, KOTOPBIN (hopMupyercs u3 nHpopManuu o Tede B UHTEpHETE.

TBOE MECTO KUTENBCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, 0COOCHHOCTH
XapakKTepa U paccKas3bl O OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue moApOoCTKH JISTKOMBICJICHHO OTHOCSITCS K TYOJIMKAIIMK JTMIHON HHPOpMAIIH
B MlHTepHETE, HE MOHMMAsi BO3MOYKHBIX TIOCIEACTBUAN. THI Take HE CMOXKEIIIb
JOTaAaThes O TOM, uTo poTorpadusi, pa3MelieHHast S JIeT Ha3a, cTana MPUIUHOMI
OTKa3a MPUHSATH TEOs Ha padoTy.

KommenTapuu, pa3menienue TBoux Gororpaduil u Ipyrue 1eHCTBUS MOTYT HE
MCYE3HYTh AK€ MOCIE TOT0, KaK Thl UX YJANHIb. Thl HE 3HACIIb, KTO COXPAHUI 3Ty
uH(pOpMaIKIO, IToNaia JU OHA B IOMCKOBBIE CUCTEMbI M COXPAaHUJIACh JIU OHA, a
[JIABHOE: YTO MOIYyMAlOT O Te0e OKPYKaIOILEee J01, KOTOPhIE HAMIYT U YBHIAT 3TO.
Haiit nHopmanuo MHOTO JIET CIYCTS CMOXET JIFOOOH - KaK U3 J00pbIX
noOyXICHHH, TaK U C HAMEPEHUEM IPUUUHUTH BPEA. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE UPPOBOM permyTallUu:

[Toxymait, mpexie 4em u4To-To MyOJMKOBaTh U MepeiaBaTh y ceOsi B 6yiore uiu B
COLIMAJILHOM CETH;

B nacTpoiikax npoduisi ycTaHOBY OIPaHUYCHUS HA TPOCMOTP TBOETO MPOQUJIs U €ro
COAEPKUMOT0, CAETIAN €r0 TOJIBKO «IJIS IPY3€ei»;

He pa3memiaii u He yka3biBail UH(GOpMAIKIO, KOTOPasi MOKET KOTO-TUO0 OCKOPOISAThH
WM 0OMKaTh.

ABTOpCKOe NPaBo

CoBpeMeHHBIC IIKOIBHUKHN- aKTUBHBIC TOJIb30BATEIN IU(PPOBOT0O MPOCTPAHCTBRA.
OpmHako ajneKko He BCE 3HAIOT, YTO MOJb30BaHUE MHOTHMH BO3MOYKHOCTSMH
1upoBOTro MUpa TpedyeT COOJIIOICHHS TIPAB HA UHTEIUICKTYIbHYI0 COOCTBEHHOCTD.

TepMUH «MHTEJUIEKTyalIbHasi COOCTBEHHOCTHY» OTHOCUTCS K Pa3JIYHBbIM TBOPEHUSM
YeJIOBEYECKOro yMa, HAaUMHAasi C HOBBIX M300pETEHUI U 3HAKOB, 0003HAYAIOLIUX
COOCTBEHHOCTb Ha MPOJYKTHI U YCIYTH , U 3aKaHYMBasi KHUramu, pororpadusimu,
KUHO(QUIbMAMH U MY3bIKaJIbHBIMHU MPOU3BEICHUSIMH.



ABTOpCKHeE MpaBa - 3TO MpaBa Ha UHTEUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEACHUS HAYKH, JINTEPATYPBI U UCKyCcCTBA. ABTOPCKHE MPaBa BHICTYNAIOT B
Ka4eCTBE TAPaHTUHU TOTO, YTO MHTEUICKTYaIbHBIN/TBOPUECKUIN TPy aBTOpa HE OyIeT
HaIlpacHbIM, JJACT €My CIIPaBEIJIMBbIE BO3MOKHOCTH 3apab0TaTh Ha pe3ysbTaTax
CBOET0 TPyZa, MOJYyYUTh U3BECTHOCTH U Npu3HaHue. Hukro 0e3 pa3pemenus aBropa
HE MOXET BOCIIPOU3BOIUTH €0 MPOU3BEICHHE, PACTIPOCTPAHSITH, TyOIUIHO
JIEMOHCTPHUPOBATh, MPOJIaBaTh, UMIOPTHPOBAThH, MyCKaTh B MPOKAT, IMyOIUIHO
UCTIOJTHATD, MTOKa3bIBATh/UCIIONHATE B 3upe win pa3meniaTh B IHTepHEeTE.

Hcnonb30BaHue «IUPATCKOT0» MPOrPaMMHOI0 00ECIIEUECHHS MOKET IPUBECTU K
MHOTUM pUCKaM: OT OTEPU TAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKHU TBOETO
YCTPOMCTBA, TJI€ YCTAaHOBJICHHBIN HE JIETaJIbHAS MMporpamMa. He cTout takxke
3a0BIBaTh, YTO CYIIECTBYET JETAIbHbIC M OCCIUIATHBIC MPOTPAMMBI, KOTOPHIE MOXKHO
HaWTH B CETH.



